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OUTLINE

Abstract: Knowledge from game design appear to offer new methods for software instruction and use that would traditionally require long, expensive, and not always effective training.  In this paper, we explore the possibility of applying such knowledge to the field of intelligence analysis.

INTRODUCTION

The most popular use of games is for entertainment.  However, knowledge from game design is now being recognized as useful for more then entertainment purposes.  Games are being successfully applied to such widely diverse tasks as military training, environmental impact decision making, pain management, and language acquisition.

Serious Games:
Products that are not specifically entertainment but which use entertainment or the techniques and processes of the entertainment business to achieve a purpose.

There is no one key to a successful serious game (SG) - it is not necessarily an immersive environment, nor is it using physical controllers such as a joystick.  Yet, we find that the elements of a successful game can work just as well in a setting where the goal is not entertainment but to achieve a valuable purpose in the outside world.

We are interested in discovering and applying the possibility of such ideas - serious games - to augmenting traditional training of intelligence analysts.  In addition, there is the possibility of using these ideas in the post-training phase of intelligence analysts such as their daily work actually performing analysis.  How and to what extent there is such supplement and replacement is a difficult but potentially rewarding area of study.

There is a tremendous amount of work occurring on serious games.  Industry is coalescing with the help of numerous support groups, periodicals, conferences and a growing body of literature. [IGD 05][ELS 05][ESA 05][DIG 05]
  The use of serious games is not a passing fancy.  However, like many new thrusts, it remains to be seen which benefits will be truly useful and which will prove to be insufficient to the challenges ahead.

Intelligence Analysis and Intelligence Analysts

Intelligence Analysis of the type to which this paper addresses refers to the work of analyzing information by analysts in the  intelligence community (FBI, CIA, DIA, et al.).  Raw data (human intelligence, signal intelligence, and other data) are gathered, analyzed, and used to answer questions, predict outcomes, or stored and fed back into reports and databases for subsequent analysis.

The intelligence community is investigating the use of SG technology in a variety of roles.

SERIOUS GAMES CHARACTERISTICS & EXAMPLES

Characteristics

Serious games are characterized by a variety of attributes.  This list is not complete but provides us some of the more obvious and notable attributes.

· Highly realistic visuals

· Immersive environments

· Realistic user interfaces

· Implicit knowledge acquisition

· Real-world models 

· Complex simulations

· Frequent interaction

· Collaboration and competition

Not all games have such attributes.  Even one may be sufficient.  Correspondingly, some games succeed despite a lack of some attributes that might intuitively seem necessary.  Indeed, virtually all games show a certain brittleness outside their relatively focused area of interest.  We will return to this topic later.

Examples

Military

The military is one of the leaders in spending on SG.  According to Frost & Sullivan, spending in this area was $3.7B in 2003. [WIL 05]  Using game-based simulations, the military saves significant amounts of money, cutting expenditures in fuel, ammunition, maintenance, and so on.  In addition, games are generally orders of magnitude safer than live training while still offering significantly realistic and useful training experiences.

For example, America’s Army [AME 05] allows a user to control the game using actual military weaponry such as rifles and bazookas.  Although there is no live ammo, use of air pistons and sonic devices create realistic sounds and physical feedback such as weight and kickback.
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	Figure 1: America’s Army provides immersive and visually realistic experience.


Netstrike [BRE 05] allows field commanders to gain experience with sensor fusion.  In real-time, intelligence arrives in multiple forms, including graphical, textual, etc, allowing the user to train in a real-time simulation of complex and dynamic situations.

In each of these cases, the training focuses on learning scenarios that provide experience and performance feedback in the cognitive skills needed to perform mission operations.

Education

Education in the education field may sound redundant but we mean to distinguish education in schools from other areas (military, corporate, etc).  Although educators have used games as educational tools (“edutainment”), traditionally such games have been relatively superficial and ineffective.  However recent developments in serious games for education demonstrate more sophisticated modeling of the player, tasks, and goals.

However, there are a variety of factors that counter expanding use of SG in education including the more conservative nature of traditional education as well as the problems in funding limitations.  For this reason, some of the better-known successes are outside the schools and in the homes.  Specifically, parents are more likely to spend more and take great risks than a school or school system as a whole.

As an example, SimSafari [MAX 05] provides an environment in which the user learns how to balance the demands of customers with the demands of the environment.  Highly graphical and in real-time, information arrives in various forms, including video, audio, textual, etc, while at the same time educating the user on problems such as labor disputes and food chains.  SimFarm is a similar type of simulation that teaches the player agricultural management using the interaction of rapidly changing markets and natural disasters.

Healthcare

Healthcare is another industry that is seeing increasing use of SG technology.  Applications range from patient treatment to health education for medical practitioners.  Examples of patient treatment include chronic pain control, motor skills development, and asthma control.

As an example of SG in medical staff training, haptic technology provides people a sense of touch in computer-generated environments.  This type of force feedback allows a student surgeon to get a literal feel for surgery without taking the risk of hurting a human being yet with effective feedback toward patient outcome.
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	Figure 2: Emergency healthcare and surgical healthcare simulations. 


Healthcare policymakers can use simulated hospital environments to explore the outcome of decisions in healthcare to experiment with healthcare outcomes due to policy decisions with real impacts on quality of health and budgets. [GFH 06]

INTELLIGENCE ANALYST ATTRIBUTE CHALLENGES

Unlike many other fields in which SG is used, intelligence analysis has unusual attributes that present unique demands.  These demands may make it difficult to apply SG technology to intelligence analysis.

Disparate Backgrounds

There is no common background for intelligence analysts.  Analysts come from a wide variety of fields.  For example, many have scientific degrees in different areas; others have liberal arts background.  Some have military experience; others do not.

Analysts are also trained to different levels of expertise.  Veteran analysts deal with raw intelligence differently than beginning analysts.

Depth and Breadth

An intelligence analyst frequently has specific tasks (e.g., “Summarize nuclear capabilities in Iran.”).  This not only requires the obvious knowledge (Iran, nuclear capabilities, languages and dialects) but also requires knowledge of intelligence-related issues.  For example, an analyst must be able to identify vulnerabilities, threats, and opportunities.

Analysts must have an extraordinary range of knowledge – deep in their specialty (e.g., Middle-East affairs) ranging from countries to individuals.  Knowledge must be wide as well.  For example, an analyst must have context for politics, economies, industries, etc.  

Other Points of View

Analysts must recognize other points of view.  This includes viewpoints such as political, religious, cultural, age, etc.

Political Uses and Exigencies

Analysts must bear in mind the users and uses of the intelligence product.  Unlike traditional SG users, the analyst is rarely the consumer of the final product.

INTELLIGENCE ANALYSIS ATTRIBUTE CHALLENGES

Unlike the challenges presented by intelligence analysts attributes earlier, attributes of intelligence analysis are more similar to SG although some differences are evident.  Consider the following examples:

Vague, Unknown, and Uncertain

Intelligence is frequently vague.  Even when clear, the validity of the data may be uncertain.  While games generally present the user with problems that are solvable, that may not be a reality with problems faced by intelligence analysts.  And almost always, conclusions produced by analysts carry uncertainty.  It is a challenge to recognize what one does not (and sometimes cannot) know.

Misinformation and Meaningless Information

Intelligence analysis is frequently faced with misinformation or irrelevant information.  Sometimes misinformation is deliberate and yet appears as solid as any other piece of information.  This area is very similar to scenarios encountered in SG.

Compartmentalized

Intelligence is frequently compartmentalized.  An intelligence analyst might spend time trying to derive such missing information while a traditional SG approach would be to outwit the classification or otherwise subvert the access protection.

Obsolete Information

Dated knowledge is common in intelligence analysis.  Not so in SG where information is readily updated.

DISCUSSION AND EXAMPLES

Despite large differences, the task of intelligence analysis does have large commonalities with application areas of SG.  In addition, we do not want to look at SG as simply a replacement for what we have always done but as a source of new ideas.  As an example, particularly effective SG allows the user to do almost anything. To paraphrase Douglas Whatley, "We want to allow the user to try and explode anything." [WHA 05]

To take a step back, we may view the larger problem as the most obvious commonality to the overall task – to take a scenario of utter ignorance and disorder and from that to extract knowledge and bring to it a structure which is firm enough that useful conclusions can be drawn.

Consider the following figure showing a web of relationships.  The web is so complex that it is not at all obvious where to begin looking.  At the edges where things are simpler? At the center where the most connections are? Or should we search for something we already know?
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	Figure 3: Making sense of a complex web is similar to being in a game with few instructions -- where strategies must be developed and knowledge acquired with no help. [PRI 98]


In many ways, the task of understanding such a web is exactly like that of a very challenging game.  Like many games, knowledge is hidden; otherwise the game has little point.  Trial and error must be used; strategies must be developed as dead-ends are encountered.  Rules may be unstated.  These are hallmarks of both SG and the problems faced by intelligence analysts.

Another aspect of gaming and analysis commonality is the problem of integration of different sources. This problem of “sensor fusion” refers to the overwhelming amount of data, amount of sources, and reliability (or lack thereof) of each.  Games such as Netstrike provide a good example of how people can increase their skills at this fusion by playing a game.  Initially overwhelming, one spends time learning what to ignore and gradually develops a feel for relevancy and how to apply it adeptly. 

While arguably not SG in a strict sense, Civilization shows some of the benefits as it begins to approach the complexity of real life and provide an interesting source of possibilities.  "What if" scenarios can be played out to see results and modified and rerun, both to see outcomes and to attempt to match given events.  We can expect the sophistication of Civilization-style games to continue to improve to the point that analysts may actually find them useful to model the very events and relationships that concern them.

The Food Force game is another example of this concept. [UN 05] For example, one Food Force scenario provides the player with a disaster-hit community (Sheylan, see figure below).  The player must identify problems and balance issues such as drought and civil conflict. 
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	Figure 3: Food Force requires the user to identify problems in a disaster-hit community, such as identifying conditions, locating food, and solving logistics.


Slate is a software agent capable of assisting intelligence analysts with tasks such as hypothesis tracking and generation. [BRI 05] Slate provides analysts with the ability to construct arguments that “battle” each other to see which is the stronger argument.  One way for the analyst to effectively define these battles and understand their outcomes, is to cast them in the form of a game.
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	Figure 5: Slate allows construction of arguments that battle each other.


This view of intelligence problems as games encourages the idea of what-if simulations.  The user may explore how known facts may be affected.  For example:

· What if a particular official threatened to defect?

· What if a rogue country had nuclear weaponry?

· What if a militant group gained access to key secrets?

Proposing such alternatives, examining how they change the world in a simulated environment, and deciding which to pursue further, treats the problems as a game.  This kind of view changes the focus from analysis of a static situation to a much more open-ended problem – again with game-like strategies, comparisons of different outcomes, and so on.

Multiplayer game technology also opens up the idea of analysts playing against each other.  Faced with an active “opponent,” problems become more realistic.  For example, a real-world situation may require months to develop a meaningful change.  But another analyst adopting a role or strategy can move arbitrarily fast, perhaps forcing other analysts to make a decision that they might otherwise be unwilling to do for any number of reasons (e.g., normally accepting that there is more time).

Multiple analysts could even battle over strategies while allied.  For example, analysts representing “friendly” countries could experiment with different strategies that dynamically change from cooperative to independent behavior and back again as they see fit to achieve their own goals. 

Another aspect of SG technology is the application of rich visualization.  Successful visualization projects have frequently stressed the simplification of data presentation to remove distractions.  However, experience with virtual gaming worlds suggests the opposite potential – that fuller, richer, overlapping meanings can not only be successfully communicated but that they provide a synergy that would more effectively communicates complex information.

EPIC is an example of a SG system that deals with rich visualizations.  It leverages the human visualization system which is naturally used to dealing with complex scenes. [CRA 00]
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	Figure 6: Several snapshots of EPIC showing intentionally overlapped visualizations to leverage human comprehension.


OTHER ISSUES OF APPLICATION

We can speculate that intelligence analysts will benefit from two types of SG application.  First, there will be SG that was never intended for intelligence analysts.  And second, there will be SG intended specifically for analysts.

In the first type, we can already find SG that focuses on the ability to collect and structure knowledge.  In essence, to think like an analyst is a natural outcome of some strategic and semantic game play.  We can expect such games to be repurposed in order to aim at analysts even further.

It is sometimes useful for analysts to have a better understanding of the situations in which raw intelligence has been collected.  Participating in the SG exercises used by field agents is likely a natural desire for some analysts and, with little cost, may provide benefit to analysts by providing context that analysts would not have otherwise have leading to a greater understanding of the information.  Similarly, the converse of this idea may be true.  Specifically, if analysts could experiment using the SG technology (policy modeling, war gaming, and other simulations and what-if analysis) used by intelligence consumers, it could feed back to constructively improve intelligence analysis.

More and more, intelligence field agents are providing information directly in machine-readable form.  This can be integrated directly into a model and used to reconstruct the situation in which the data was collected, leading to a better understanding by the analysis of its meaning, reliability, etc.  In the future, it may likely be possible for the analyst to change the playback to experiment with different outcomes in an SG setting.

Of course, the most obvious application to the second type is to build a simulated environment that truly models the analyst’s tasks.  One could imagine a scenario generator with a virtual task manager that provides human-like feedback and successively generates ever more challenging tasks.    This would require an ‘analyst analyst’ but has significant potential.  For example, during gameplay the analyst analyst could identify strengths and weakness of the analyst-in-training and either modify the training or try to find more appropriate taskings for the analyst that better fit the types of tasks done at the agency.

In a sense, this represents a larger effort that is pervasive throughout SG including customization and adaption of scenarios, of player modeling, and of tracking effectiveness of gameplay.  At the same time, to support such lofty goals, the difficulties in creating SG are corresponding higher.  

CONCERNS

There are many factors that could make SG infeasible for intelligence analysts, in whole or in part.  In addition, there are several concerns that should be considered.

Cost of Science

First and foremost, SG is hard – much harder than traditional gaming.  Semantic models, realistic environments, immersive user interfaces, real-time response, etc., are all difficult challenges.  Some of them are being broken down.  For instance, ever-faster computing and larger displays suggest that it is only a matter of time before achieving whatever degree of realism is needed.

But counterintuitively, games require science.  The more science can be provided, the more realistic and effective the result.  Just as the laws of physics provide a better learning experience with piloting a spacecraft, so do analytic ‘laws.’  For example, the ‘laws’ of information propaganda, weaponry life cycles, history of warfare, etc., all have to be formally described and encoded in a way that makes them amenable to machine computation.  This can be a daunting task.

Cost of Infrastructure

SG deployment is associated with fast-computation infrastructure for real-time response.  Multi-computational units with high-speed network access is much more expensive than traditional analyst access.  Immersive-user interfaces required headsets with 3D interfaces and multiple or oversize displays are also an expected attributed of the technology.

Time for Training

Traditionally, analysts have had limited time for training, particularly with specialized tools and unproven methodologies.  The idea of letting analysts ‘play games’ sounds, at least superficially, like something that would have very little support without a strong guarantee of immediate benefit.  However, there is significant support for research into the value of SG technology in the intelligence community.  [NAV 06][PAI 06] While it is not clear such a guarantee of benefits can ever be offered, training is likely to raise the likelihood of positive results.

Age and Experience

According to studies, the willingness to work with games is closely correlated to the age of the player.  [NEX 05] The average age of an SG player: 28.  Not only does this mean a more difficult sell to policymakers (who are generally much older) but it raises the question of whether older analysts will readily accept the technology.  This has yet to be addressed.

Another study showed a related result – that more sophisticated gaming experience was correlated with higher scores in training, satisfaction with user interfaces, team cohesion, and hours played. [BEL 05]

Public Support

Public support can play surprising roles in the deployment of SG by intelligence analysts.  For example, Policy Analysis Market project (PAM) was a intelligence project structured as a game that used the idea of a futures exchange, in this case allowing trading in such events as the assassination of heads of state and acts of terrorism. [GRA 03] Soundly based on economic theory (the Efficient Market Theory), PAM appeared to hold the promise of predicting future events better than individual experts.

However, critics branded PAM “immoral” and “ghoulish” and that it appeared to be government-sanctioned betting with the possibility that it could encourage terrorist acts to subvert the market (and make a profit).  Not long after it became public knowledge, PAM was quickly shut down. [LOO 03]

In the same timeframe, commercial enterprises recognized the interest and replicated the effort.  [FX 06][INT 06] Ostensibly for profit (i.e., not for intelligence-analysis purposes), these gaming sites continued to support issues of international current events such as terrorist and government activities.  Ironically, one even offered customers the opportunity to bet on whether PAM would be terminated.
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	Figure 7: The Foresight Exchange is a commercial futures market for current events.


In 2006, the US made it illegal for banks and credit card companies to handle payments for such online gaming sites.  [REU 2006] While unlikely to prevent access by intelligences agencies, it seems reasonable to assume that such legislation may have a detrimental impact on the accuracy of the markets by limiting US participation.  

Tacit Knowledge and Other Analyst Differences

Analysts typically have a large amount of unwritten or tacit knowledge.  Such knowledge is not necessarily common and instead differs from one analyst to another.  Current analyst tools do not incorporate such knowledge and the search for ways to incorporate tacit knowledge has been a long-standing issue.

As mentioned earlier, analysts have widely disparate backgrounds.  This is another form of tacit information.  SG must address these various types of tacit information.

Hype and Overhype

A final concern is that of overhype leading to overpromising on what SG can deliver.  Our experience at this time is limited and yet it is tempting to make substantial claims that obviously must exceed our current practices.  Else why do SG?  However, we must temper such claims so that early failures do not lead to early abandonment that is premature.

What is clear is that there is a lack of statistics correlating the use of SG and training and improvement except in very specialized instances.  One question that must be answered: Is the development and deployment of SG more effective and less costly than training that could be accomplished without SG?  Given the lack of thorough data on alternative training costs versus effectiveness, this question is difficult to answer.

SUMMARY / CONCLUSION

To date, SG has seen limited exposure to intelligence analysts for the purpose of intelligence analysis.  Yet it seems clear that there is potential for significant synergy in analyst training and in the analysis process as a whole.  We should expect continuing improvements in SG technology itself. It is worth further exploration and experimentation with SG and intelligence analysts, both using intelligence analysis-specific SG and non-intelligence analysis-specific SG.

However, we must recognize that the effectiveness of SG may fall short of the hype just as has been the case with many other technologies that have appeared with big promises and funding.  Technologies such as artificial intelligence, expert systems, etc., ultimately required significant experimentation in order to learn their limits and where deployment made sense.  Like those technologies, SG along with its potential benefits is also certain to have limitations and costs, many of which are not as yet clear.
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