





Copyright G. Arthur Mihram and Danielle Mihram 2007  ©

RESPONDING TO THE CALL FOR INFORMATION

DOMINANCE AND SECURITY

Danielle Mihram, Ph. D.




G. Arthur Mihram, Ph. D.


Director, Center for Excellence in Teaching


P.O. Box No. 1188


University of Southern California



Princeton, NJ 08542-1188



WPH-604 [MC#4040]




USA


Los Angeles, CA 90089-4040



213 740 3783



dmihram@usc.edu

INTRODUCTION = ENHANCED ABSTRACT


The newly appointed Director [VAdm John Michael Mc Connell (Ret)] of National Intelligence had sought verbally—at the Armed Forces Communications & Electronics Association’s [AFCEA’s] Western Conference in Year 2000—a Constitutional basis for attaining superiority in tele-communications: for information dominance and assurance.  This call was a ‘partial echo’ of our own 1999 paper [1].


In the present paper, we condense and bring up-to-date that 17-page paper.  We translate Director McConnell’s echo into the likely need for the invention and implementation of new technologies so as to expedite security in tele-communications.  


Senators Christopher S. Bond and John D. Rockefeller IV, Co-chairmen of the Select Committee on Intelligence, will likely now seek to mandate a ‘universal [Internet] service’, which has to date been limited to libraries nationally, under the restriction that any participating library provides software for screening of pornographic materials.


In direct response thereto, we provide a procedure by which not only can Congress ensure that it meets its Constitutionally-mandated duty re person-to-person  (tele-) communications, but also can provide a new technological “(2nd-generation)  V-chip’ with a concomitant new technological procedure for ensuring that concerns about both privacy and governmental censorship can be alleviated.

THE TWELVE   ISSUES


We recall the several issues arising  re person-to-person tele-communications: 

1.  An [electronic] postmark:  an assured location (even machine-specific) and time [GMT: year, day, hour, min sec] of the despatch of any received message/material;

2.  Authentication:  a certified identification of the source of any received tele-communicative message/material;

3.  Can there be the electronic equivalent of a ‘sealed letter’?

4.  Classification/Content-markers:  e.g.,  text, graphic, verbal/musical, video; but also


A. Copyright designation and/or registration of any of the contents;


B.  Pornography, Violence, Language, Drug-use depiction:     [P,V,L,D] indicators of contents;


C.  Any security-based indicators: whether commercial, governmental, military, or adjudicational.

5.  The [electronic] certificate of mailing: Could private carriers be deemed reliable in providing this service?  Consequently, 

6.  The [electronic] receipt of transmission:  Particularly, a legally-binding certification.

7.  Can we provide a reliable “electronic return address” as required (or, if desired)?:


Can ‘Caller ID’ information be provided? be restricted?

8.  Within the context of requiring that each transmitter (cf. Item 4, above) provide “electronic content-markers”:


How can one avoid concerns regarding (governmental) censorship?

9.  The [electronic] signature”:  Can this be reliably provided (in the context of being legally-binding)?

10. Whither the [electronic] carbon copy, particularly a certifiable one?

11/12:


In addition to implementing these ten elements regarding individual electronic transmissions, there is a need for [electronic] authorization (Item 11), particularly for computer-to-computer transmissions.  How can one establish, at the message-receiving computer—even though each of the ten elements above were available, and credibly so—to it for scrutiny and evaluation, that the despatching computer’s message, as a request to access and/or to enter a computer-protected file at the receiving end, should be honoured?


The issue of privacy (Item 12) becomes paramount.  Yet, provision must be made, within the electronic network, for both evidence-gathering and law-enforcement activities of proper governmental officials.  Protection of privacy, taken to the extreme, interferes with the Constitutionally-mandated requirement to provide for ‘domestic tranquility’; it then restrains law-enforcement.

THEIR COMMON RESOLUTION


We shall address, in turn, these twelve [requisite] issues: paramount to us citizens concerned about the security not only of our government’s tele-communications but also of our own personal ones.


A quick examination of the 12 delineated items reveals that we seek to have certifiable and assured confidence (i.e., trust) in each of these aspects of person-to-person tele-communications.  We shall propose that there is a single solution, one surely acceptable to Director O’Connell and to Senators Bond and Rockefeller:  Our nation requires a governmentally-operated and a governmentally-secured  ‘National Electronic Postal Service’ [NEPS].


We do not suggest that the NEPS be exclusionary.  Private tele-communicative  carriers can surely exist [as per the Pony Express, then the (earlier, though nearly monopolistic: perhaps ominously so) AT&T (Bell System)], though it remains unclear how any one among the multiple carriers could provide the trust expected  with respect to any of the twelve features/aspects.


Consider the consequences, whenever ay one among them may be failing financially, of any carrier opting to intercept (for politically interested—or sufficiently wealthy—third parties) rather than deliver (as a ‘sealed  electronic despatch’) a particular transmission!


Indeed, as was pointed out earlier [1.2], the requirement for the NEPS derives from two primary historical sources:

I.  THE THREE MUSKETEERS:

 Dumas’s historical novel in the 19th Century, related a tale concerning early 17th-century France (and England).  The tale is actually one showing the frustration of sending and/or receiving with confidence either messages or parcels despatched over “unsecured roadways” among a choice of “multiple carriers”.  One of the book’s central characters is Cardinal Richelieu, yet he is historically credited with establishing the “[national] postal service” ca. 1630.

II. THE CONSTITUTION OF THE UNITED STATES OF AMERICA (1787):


The founders of the American republic noted that there are (only) six reasons for having government, listing these in the document’s Preamble.  The one of primary interest to us in this paper’s context is: “to ensure domestic tranquility”.


The Constitution delineates l7 or l8 duties of its (legislative) Congress, one of which—as a feature designed to ensure domestic tranquility (á la Dumas’s later recollection)—is its Clause 7:



“to establish post-offices and post-roads”.


We therefore see, as a Constitutionally-mandated requirement for Congress, that it establish [electronic] post-offices and [electronic] post-roads; i.e., an NEPS (cf. above).


While dealing with this second historical source for the NEPS, one should add that—as another element in government’s ensuring domestic tranquility—the authors of the Constitution included (Clause 8):

“to promote the progress of science
and the useful  arts, by securing for limited times to authors and inventors the exclusive right to their respective writings and discoveries [italics added].”


One could actually add, as a third confirmatory historical basis for our NEPS, that, in the 19th Century, national “PTT” [Post/Tele-graph/Tele-phone] agencies of governments were established throughout Europe and (beyond the European colonies) elsewhere around the world. Though Congress did not opt for this agency, America was quite fortunate that the nearly monopolistic AT&T seemed like a “benevolent [electrical] dictator” in person-to-person tele-phonic communications.


We turn, then, to the twelve requisite concerns for the proposed NEPS.  First, we propose that there be a governmentally-owned and –operated and –secured national electronic postal service ( = the [electronic] post-offices and [electronic] post-roads of the Constitution).

1.  Its fundamental feature would be a governmentally-issued electronic postmark, one applied before transmission but upon the NEPS’s receipt of any ‘electronic parcel’ (E-mail, audio, graphical, video):

source (including IP address and point of entry into the NEPS’s network) and date, but also content-markers (for ‘classification of service’, yet including the despatcher’s indications of any inclusion of copyright-registered material, and non-zero levels (1 to 9) of [P,V,L,D]: pornography, violence, language, drug-use depictions, plus any security-level indicator (intra-business-oriented; governmental tags; military classification; security seals).

As for ‘security’ of this electronic postmark: it could be either ‘electronically scrambled’ via encryption and/or digitally-watermarked, processes controlled within the NEPS, perhaps with random alterations therein.


We note the likely need for this “enhanced electronic postmark” to include “biometric data” regarding the sender, information which might be valuable either to an electronic parcel’s recipient or to the receiving computer for identification procedures (for granting access to is computer-protected files).

2.  The issue of authentication can best be secured, we believe, via the NEPS and its governmentally-secured  enhanced electronic postmark, as described above.  Of course, the security of the NEPS’s encrypting and electronic watermarking process can be enhanced by its (random) alteration from time to unannounced time (as frequently as required).

3.  Whither the electronically-sealed  letter?:  We do not claim that the technology yet exists to provide this feature, clearly a fundamental characteristic of the earlier national postal services: one’s despatch, even once entered into the postal service, remains his property, is not to have its seal broken, and becomes the property of the addressee only when delivered.  Perhaps the NEPS could augment confidence by a procedure such as the random and frequent alteration of its encryption and watermarking procedures.

4. As for content-markers and/or classifications of electronic dispatches, we note that these are rather natural extensions of the earlier postal services.  Markers such as “book-rate”, “special delivery”, “registered/certified mail”, even “pornographic contents” have been long used or required to describe contents and/or services.  In our Age of Tele-communications, the transmission of video content (e.g., ‘video-on-demand’ services) and even television broadcasts/Webcasts over the NEPS should require content-markers for any non-zero entry within

[P,V,L,D] = [ P = pornography (1(9); V = gratuitous violence  (1(9); L = language  (1(9); 

D = drug-use depiction (1(9) ].

5/6. Electronic Certificate of Mailing and Return Receipt of Transmission: The classification scheme could be easily adapted to note any restricted delivery (within, say, a commercial, academic, or governmental organisation), but can also serve the interest of Congress in providing for us all the [electronic] copyright-protection (See the paper’s penultimate Section.). The NEPS’s governmentally-secured enhanced electronic postmark can then be equipped to provide the services of “certificates of mailing” and “return receipts of delivery”, and can even incorporate biometric data for the added confidence of users.

7.  The Electronic Return Address (the ‘Caller ID’ issue): Since the digitisation of the telephone service, the ability to retrieve (at a message’s receiving  end) or to suppress (at its despatching end) the “Caller ID” has been a rather standard feature/  With VoIP [Voice over Internet Protocol] becoming an intrinsic telephone-computer combination, the ability to continue the two ‘caller ID’s” may well need to be constrained, particularly for person-to-person conversations transmitted between computers.

However, the need for a receiving computer to identify the despatching computer, particularly before authorizing (total or restricted) access to its own computer-protected files, may well imply the need to forego the ‘Caller ID’options.  Perhaps the VoIP-protocols, operating under the NEPS, can resolve the issue via NEPS’s securing its electronic postmarks. 

8. On governmental censorship:  Given that the NEPS’s enhanced electronic postmark is to include content-markers, even for every computer-directed transmission of a video-on-demand or a Web-casted “TV program”, then the despatcher would be required to indicate any non-zero entries within its [P,V,L,D] quartet.  A sender—who has ensured that electronic payment by himself/herself  to the copyright-holder, or who has been provided the electronic address for that holder—would either provide his/her own non-zero entries or use those of its producer. 

Of course, recipients might disagree with either’s [P,V,L,D]-designation(s).   We propose that the temptation to  allow governmentally-assigned descriptors—even those by the Library of Congress during the copyright-registry procedure—be alleviated by expecting that commercial (or religious-based) services provide their own [P,V,L,D]-designators.  By subscribing at one’s home, school, or other institution (library) to one or more such”Electronic Family Circle Magazines”, a computer’s owner  (parent, school principal, head librarian) can ‘control’access to any material deemed objectionable to him/her or his/her ‘electronic reviewer’ (e.g., any V (2 or D (0, as per the particular ‘electronic reviewing service’).

9. Whither the “electronic signature”?:  The NEPS’s procedures for establishing the veracity of an actual signature shall likely avoid pattern-recognition technologies, and likely mime those of the electronic banking and credit-card procedures. That such information will now be in the “[electronic] hands” of a governmental agency will require that the NEPS’s files be secured, again via he (shallow) encryption procedures and/or the (more dependable) digital watermarking  technologies.

10. Whither the “electronic” carbon copy?:  The NEPS, with its governmentally-issued (and –secured) enhanced electronic postmark, will very naturally provide, for sender and receiver alike, the equivalent of a ‘carbon copy’. Actually, its authority will be considerably advanced over the earlier carbon copies kept in file cabinets for paper documents.

11. Establishing appropriate authorization for computer-protected data files:  For computer-to-computer transactions, the enhanced electronic postmark, as described above (Item 1), one including content-markers and/or biometric identifiers, will be ideally suited for establishing—at the receiving computer’s terminal—the information required for granting access to requested information for the requestor.

12. Finally, what about the issue of privacy?:  We maintain that our NEPS, within its enhanced electronic postmark, will provide each of us citizens with a feeling of confidence re the privacy of our personal (taxation, credit-cards, medical records, e.g.) by means of  the “Electronic Log-book” as a standard operating procedure.

We recommend that every such data-protecting computer be required to maintain its own “Electronic Log-book”, one recording each request for—and each request granted for—access to its files.  A record of the requesting computer’s enhanced electronic postmark would be the central feature of each log-entry’; for requests which are granted, the log-entry would also include the exact data for which access was granted.

Furthermore, we recommend that each such computer be required to maintain a ‘tickler file’ so as to advise—in  accordance with the legislation establishing the NEPS—each personal or organizational account of every requested and/or granted entry into its files, including a specification of the actual data accessed.

Government-owned computers cold be expected to behave accordingly, so that any official seeking to ‘snoop’ on personal data would be required to include in his/her request any requisite permission granted by the concomitantly established “Electronic Court” (cf. Item 9, above).

13. A Note Aside: Copyright Registration and Protection
As noted above, the US CONSTITUTION REQUIRES that Congress provide a copyright (& patent) procedure by which the progress of science and the useful arts can be promoted.  Historically, Congress has done little more than establish a Copyright Office (in the Library of Congress) and a separate US Patent Office, though its established courts provide the mechanism under which copyright/patent infringements can be adjudicated.

Nonetheless, our move into our Age of Tele-communications has created technologies permitting facile infringement of copyright.  Just prior to activity in the 1970s to re-write, in response, the Copyright Act, xerographic copiers were also permitting facile infringement of the copyright of printed works, though that new Act did not, e.g., require that, thereafter, printers of copyright-registered works must employ inks which would be detectable and that all copying machines be required to protect copyright owners by refusing to make a copy of any (part of) a copyright-registered book or document.

We propose not only that should this correction be included in a new “21st Century Copyright Act” but also that the Act should provide copyright-protection for digitally-recorded materials, even though the Congressional focus in the past few decades has been to please the producers of cinema, video, music, and arts (these mostly now not Constitutionally “useful”) industries.  [Would James Madison and Benjamin Franklin, if they could have anticipated our move [2] to an Age of Tele-communications, included recordings  of performances (musical, theatrical, athletic) as deserving of copyright protection? Printed musical scores and architectural drawings surely qualify, but recorded performances?]

We note that the existence of the NEPS, as described herein, would greatly facilitate the copyright-registration and subsequent copyright-protection of digitized works: The author/producer could transmit, via the NEPS (with its accompanying digitally watermarked and enhanced electronic postmark), his work to the [Electronic] Copyright Office, where it (with its postmark) would be given a “copyright seal”—using digital watermarking—and be returned to the assigned copyright-holder. Any subsequent transmittal of this copy could alert the NEPS to determine from the Copyright Office the conditions under which the document (or its ‘fair use’) could be transmitted; or, advice any subsequent despatcher of the need to meet the conditions (monetary or otherwise) in order to make the copy legally.

The certitude of the NEPS’s electric postmarks would provide the copyright protection which we all should expect in accordance with our mutual desire to promote the progress of science (and the useful arts). 

SUMMARY


We have summarized for VAdm McConnell, Director of our National Intelligence—and for Senators Bond and Rockefeller of the Select Committee on Intelligence—how the technological advances currently extant in our Age of Tele-communications [Tele-computers] can be exploited in order to provide a Constitutionally-mandated National Electronic Postal Service.


These fundamental advances can be thereby implemented so as to provide trust in authentication and authorization procedures, to restrict the reception of unwanted or illegal  (e.g., pornographic) materials, to avoid concerns about the privacy of one’s personal (or commercial) records, to avoid any concerns of governmental censorship, and even to provide a concrete proposal for establishing procedures for electronic copyright-registration and the ensuing copyright-protection.
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