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WWI| BLECHLEY PARK — READ GERMAN MESSAGES

RADIO INTERCEPTION

“Y”-Operators copy Morse Code
5-Charactors Sets, 3-Char Routing

ANALYSIS OF INTERCEPTED TRAFFIC

“Y”-Operators Analyze Radio Person Pattern/Frequency

BREAKING OF ENIGMA KEY

Determine New Key, Turing-Welchman Bombe

DECODING MESSAGES

CRIBs Limit Search Space, Language Translation

Traffic Analysis, Logistics Flow, Mapping Context, Saved 2 Years!



WWI| BLECHLEY PARK — READ GERMAN MESSAGES
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WWII “Y”-OPERATOR INTERCEPT STATION
RCA AR-88 HF RECEIVER

.‘ photo: http://www.portsdown-tunnels.org.uk/



Wireless Communications Security WWII [2]

RCA AR-88 RADIO INTERCEPTION [3-0]

- FAVORITE INTERCEPTION RECEIVER - DESIGNED GOAL, “BEST DESIGN, COST IS NO OBJECT”
- MANUFACTORED IN CAMDEN, NJ -SOME UNITS MFG IN CANADA, BRAZIL, FRANCE, UK
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RCA AR-88 ARCHITECTURE [1] [3]

RCA AR-88 SPECIFICATIONS [1] h

- Coverage......... 535 - 32000 kHz
- Selectivity......13.5/7/2.5/1/.5 kHz -6dB
- Sensitivity.......<2.2uV 6dB S/N NOISE_LIMTER
- Audio Output..2.5 W 2.5 Ohms S LT
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RECEIVER WITH PAN DISPLAY 1970’s WATKINS-JOHNSON

WATKINS-JOHNSON, GOVERNMENT MONITORING

- NON-ENCRYPTED NARROW-BAND FM (NBFM) BUG MONITORING
- WATERGATE EVIDENCE (EXIT RICHARD NIXON)
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RECEIVER WITH PAN DISPLAY 1980’s WATKINS-JOHNSON

EMBASSY COMMUNICATIONS, 1990’s WITH SPECTRUM DISPLAY
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White H*use Comm, 1970’s Frederick MUX
AF*1, AF*2 ENCRYPTED (SOMETIMES) MUX VOICE COMMUNICATIONS




White H*use Comm, 1993 Frederick MUX

[ Technical Surveillance and Counter Measures Equipment (TSCM)

BASEBAND or “RAW” OUTPUT
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Figure 1. Digitally-controlied HF receiver frequency plan.

ENCRYPTION OFTEN TOGGLED OFF (!) DUETO
SYNCHONIZATION LOST & GARBLED VOICE




TSCM, 1970’s => 1990 MASON

Technical Surveillance and Counter Measures Equipment (TSCM)

MASON A3 1971 Portable Intercept MASON MPR-1 Portable Intercept

http://www.cryptomuseum.com/df/mason/index.htm



Wireless Security Architecture — Freq Display

PANARAMIC SWEPT FREQUENCY DISPLAY
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Wireless Security Architecture — Freq Display
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Spread Spectrum - Frequency Hopping

SINCGARS family of US Combat Radio products. It supports (slow) Frequency Hopping (FH) and

is backwards compatible with Single Channel radios.
>

the RT-1439 is a non-ICOM device. For the transmission of secure communication (voice and
data) an external COMSEC device, such as the KY-57 (Vinson) or the KY-99, is needed. COMSEC

\devices are connected to the 6-pin U-229 audio sockets (U-329/U) on the front panel.

Reference Site: http://www.cryptomuseum.com/index.htm


http://www.cryptomuseum.com/radio/sincgars/index.htm
http://www.cryptomuseum.com/crypto/usa/ky57/index.htm
http://www.cryptomuseum.com/crypto/usa/ky57/index.htm
http://www.cryptomuseum.com/crypto/usa/ky57/index.htm
http://www.cryptomuseum.com/crypto/usa/ky99/index.htm
http://www.cryptomuseum.com/crypto/usa/ky99/index.htm
http://www.cryptomuseum.com/crypto/usa/ky99/index.htm
http://www.cryptomuseum.com/crypto/usa/u229/index.htm
http://www.cryptomuseum.com/crypto/usa/u229/index.htm
http://www.cryptomuseum.com/crypto/usa/u229/index.htm

SPECTRUM DISPLAY, 1980’s, MATHEMATICAL
SYSTEMS DESIGN - FFT

NOTICE THE TEMPEST SCREENED DISPLAY

MATHEMATICAL SYSTEMS DESIGN
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THE REVOLUTION BEGINS 2010-2012 RTL-SDR [4]

/RTL-SDR is a very cheap software defined radio that uses a DVB-T TV tuner dongle based on

the RTL2832U chipset. Antti Palosaari, Eric Fry and Osmocom (2010-2012) it was found
that the signal I/Q data could be accessed via the USB port, which allowed the DVB-T TV tuner
\ to be converted into a wideband software defined radio via a new software driver.
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RF in Tuner Analog to Digital samples out




RF / IF INTEGRATED CIRCUIT, IN RTL-SDR [4]

RF / IF IC, RAFAEL MICRO R820T

19-22.TF
R820T Simplified To
RTL2382U
From . 11.VOP
Nt 24.RF_IN % _J—|_ _]"L g
LT - RF_Filter IF_Filter
— 14VAGC
{ pdett ] pdet®
4Dctl =
$.DeC Div
vCO
PFD |—» CP ~o®—o
12¢
=
i2a
o ¢ |
6 7. 8 9 10 15.
SCL SDA  Xual_i Xul_o clk_out cp -
Typical figures B R FE AR A
® Frequency range: 42 to 1002 MHz w e Rafael r
®  Noise figure : 3.5dB @ RF_IN we [ Mi §  woru
®  Phase noise: -98 dBe/Hz @ 10 kHz v O ICTO @ &
® Current consumption: <178 mA @ 3.3V power supply Z:. O R820T P =
®  Max input power: +10 dBm O XXXXXX 3 s
® Image rejection: 65 dBc ™ XXXXXX m R
' EEOEOEEEDEE)
- - T -
note: [dBm]=[dBuV on 750 -108 7548 I



THEORY OF RTL-SDR, I/Q RADIO

BASEBAND TO | & Q
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HACKRF, RX and TX SOFTWARE DEFINED RADIO

SPECIFICATIONS OF A LOW-COST TRANSMIT SDR

HackRF
3 30 MHz -6
Radio Spectrum GHz
Bandwidth 20 MHz
Duplex Half
Sample Size '
(ADC/DAC) b
Sample Rate i
(ADC/DAC) | 20Msps
Interface USB 2 H5
(Speed) (480 megabit)
FPGA Logic CPLD
Elements
Microcontroller|{ LPC43XX
Open Source | Everything
Availability |January 2014
Cost $300 [6] /
;ljwwu‘m
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LINUX Based, Most Popular for Linux and available as LIVE Distribution USB

(Boots into UBUNTU And Pre-installed GQRX)
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SDR DIGITAL VOICE

Digital Speech Codex such as P25 Phase 1, DMR/MOTOTRBO, Provoice, NXDN, and X2-TDMA

OVER A 24 HR PERSION, ONLY 5% OF THE DATA TRAFFIC WAS ENCRYPTED! }

TR Wy T S

<" e .]{" '.._ - 5+
= - nas1.237.428 == 0s0851,700,000 .
et 213.36 3 151,491,000
Y we08S1.212.350 W |/ TeseDES 1 -

DUAL TRUNKING RECEIVER http://www.starsandstripes4sale.com/SDR-Radio.html



SDR DIGITAL VOICE ‘
n oo BE B & I

. HDSDR [defauit] version 2.70 =10 =i
1:15:41 AM

B51,146, 771 Mz

1:15:47 AM
m,a; -, =101 =]
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Shortot player MEnimize [F3)
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};25 e Help fUpdate [F1)] : _sd
LERERALTIEN

Full Screen [F11] Ry
: ¥ A0
- | CPU HDSDR: 11% ®. ’ @ ' ERNEN rBwW 5.9 Hz
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Frequency License Tone Alpha Tag Description Mode Tag

453.52500 WPTY620 103.5PL HTPD 1 Police Dispatch FMN Law Dispatch
460.07500 KNCS282 103.5PL HT PD 2 Police Operations FMN Law Talk

460.45000 KNCS282 103.5PL HT PD 3 Police Operations FMN Law Talk

458.22500 WPTY620 HT PD 4 Police Tactical / Special Events FMN Law Tac

155.38500 KEE600 HT EMS Tac  Municipal EMS Tactical FMN EMS-Tac
154.37000 KEG513 103.5PL HT FD Off. Fire Officers FMN Fire-Talk

154.22000 KED409 103.5PL HTFD 4 FG  Fireground Operations FMN Fire-Tac
453.18750 WPIW453 M HT DPW Water & Sewer FMN Public Works

LOCAL TRANSMITTERS: http://www.radioreference.com/apps/db/?ctid=1781



http://www.radioreference.com/apps/db/?ctid=1781

SDR DEMODULATION and DECODING - Step 1

@ Ggrx File Tools

View Help
00

170.760 00 0 Mz| Exbautar2

-37 dBFS

» © % F W) 12% %) EE Fri12:27 Bastian Bloessl Q
Garx v2.3.2-110-g222b - rti=0
ON._E-=1"10LIN"§

}0 () Receiver Options
-83.6 0 0 kHz
Hardware freq: 170.843600 MHz
Filter width " User (18.4 k) | 7]
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76 J PJNMH\'”-L, Mode M P
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-95
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ID THE CARRIER FREQUENCY and MODULATION



%| waveform LOCK amplitude=8X timebase=1X

| | | .I - | |
((abE  +E8, 46 dBm 2EV4ZE mz

2437 ,50 Hz -30,50 dE




SDR DEMODULATION and DECODING - Step 3

| NON [X| *tLgre - /Users/basti/src/gr-tl/apps - GNU Radio Companion
File Edit View Run Tools Help

(T EEX Ele AR 9 ¢/ @

wifi_ix 3¢ | mirror_ix 3 | bus_wav 3 | keyfob_rx 3¢ | ds_tx3g 3¢ |

‘Wav File Source
OpScns Fil 2614_1 2 ftle
1D: traffic_lights m:u"'.c.ﬁvea ~raraesd ey Sample Rate: 48k
Generate Options: QT GUI ) FM Demod
UDP Source ! o
er:;;;w?.n.m 5 Hilbart 1
Payload Size: 9k Topa: 65
Mull Pkt is EOF: Trus
Clock Recovery MM
Corralate Anuss Cod Tng Omega: 4
Moaaa Coda Gain Omega: 7 65625m
Binary Slicer M 500m “—
Tag Num ame Gain Mu: 175m
Omega Relative Limit: 5m
QT GUI Time Sink
Number of Paints: 1.024k
Sample Rate: 4 Bk
Autoscale: Mo

gl BUILD AN SDR AND DECODER FLOWGRAPHS USING GNURADIO COMPANION

https://www.bastibl.net/page/3/
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SDR DEMODULATION and DECODING - Step 4

1442557141.
1442557141.
1442557142.
1442557142.
1442557143.
1442557143.
1442557143.
1442557144.
1442557144.
1442557144.
1442557144.
1442557145.
1442557145.
1442557145.
1442557146.
1442557146.

660
981
322
640
035
361
685
020
342
729
880
198
585
912
L
574

vim test.txt - ~/src/gr-tl - basti@tronn

1010000100011111111111111006011111
1010000100011111111111111006011111
10100001060011111111111111006011111
1010000100011111111111111006011111
1010000100011111111111111006011111
10100001000111111111111110060011111
10100001000111111111111110060011111
101000010001111111111
101000010001111111111
191000010001111111111
191000010001111111111
191000010001111111111
191000010001111111111
191000010001111111111
1010600010001111111111
101000010001111111111

01
01
01
01
01
01
01

11111000111
11111000111
11111000111
11111000111
11111000111
11111000111
11111000111

1111006101
1111066101
1111066101
1111006101
111106101
111106101
111106101

O P P N

170.760 000 wz| ===

011160000011110660000111100000011116600000111
011160000011110660000111100000011116600000111
011160000011110660000111100000011116600000111
0111600000011110660000111100000011116600000111
0111600000011110660000111100000011116600000111
011100000011110660000111100000011116600000111
011100000011110660000111100000011116600000111

oo

83.600
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- et
P et Unew (V04
v

.

Mate  Naom FW

AT Tem

VIEW THE DATA SYNC PATTERN — WIRESHARK - AND MAP TO TRAFFIC LIGHTS!

https://www.bastibl.net/page/3/



RTL-SDR AIRCRAFT MONITORING

Antenna Locations R

76 7-200ER/-300ER
HF
- SATCOM (2>
ATC (L a0E S
) GPS (L. R) ADF (R) bid 2
VHF (L) /
Weather radar
Localizer (L, C, R) D 0000000000000 ¢ 0 0000f0C00000000

Glideslope (L. C, R)

Airphone (1
s % \ : ::: beacon
ATC (L)
ATC (R) Radio altimeter receiver (L, C, R)

Radio altimeter transmitter (L, C, R)
DME (L)




AIRCRAFT ACARS

AIRCRAFT ACARS IS VHF, HF, AND SATELLITE
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ADS-B AIRCRAFT AND HELICOPTER TRANSPONDERS

TRACKING THE WORLD ECONOMIC HEADQUARTERS’ TRANSPORATION HELICOPTERS @ 1090 MHz

Many of the helicopters

followed a similar path =
Coax Cable 8 G
|
\ &}
Extra coax cable SMA to ‘ \.. ‘. ".
F'WPG .‘ i i" - :
| 3

Extra antenna

Heliport .
5

Davos

David Yanofsky | Quartz | gz.com

http://qz.com/600590/we-brought-an-antenna-to-davos-to-track-private-air-travel-and-heres-what-we-found/



@flightradar24

LIVE AIR TRAFFIC
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AUTOMOTIVE SECURITY: OPEN “SECURE” DOORS [7]

DETERMINE KEY FOB FREQUENCY
Visualize Frequency and Modulation - FFT Waterfall

INTERFERE, OR JAM, BY TRANSMITTING ADJACENT SIGNAL
Interfere ~100 KHz below FOB Center Frequency

LISTEN AND CAPTURE CODE
Narrow the Receive Filter to Capture FOB Data Only

Unlock is being Prevented by Interfering Signal

USER PRESSES KEY TWICE }

RELAY CAPTURED CODES TO UNLOCK CAR



SIGNALS ANALYSIS — WRITE FLOWGRAPHS IN GNURadio

Imaginary Sectors: 2
Width Real Sectors: 1
Width Imaginary Sectors: 1

Options Variable Variable | | Variable Variable Variable Variable
ID: mpsk_stage5 ID: samp _rate | | 1D: arity 1D sps ID: excess bw | | 1Dz taps 1Dz taps
Generate Options: 0T GUI | | Value: 32k Value: 4 Value: 4 Value: 350m Value: | Vabue: 1, 250m-...- 300m+200m|
Random Source Constellation Modulator Channel Model CMA Equalizer
Mindmum: 0 Constellation: <con... (m=4)= Nokse Voltage: 100u Taps: 15
Maximum: 256 [ —[] Differential Encoding: ves Frequency Offset: I| 'I"'I" -
Hum Samples: 10k Samples/Symbal: 4 L l Epsilon: 1 L l Galnz 10m
Repeal: Yes Excess BW: 350m Taps: 1, 250m-... - 300m +200m)| Sa par Sy 2
Seed: 0 mples mbol:
QT GUI Tab Widget QT GUI Constellation Sink
m‘::;:ﬂl Throttle Polyphase Clock Sync ""*":'m""m ——
- 1: —— Sample Rate: 32k Samples/Symbol: 4 e ———
) Loop Bandwidth: 62 8m
QT GUI Range QT GUI Range QT GUI Range s
ID: noise_volt 1D: freq_offset ID: time_offset ittt m" 16 e .
Label: Noise Voltage Label: Frequency Offset Label: Timing Offset ’
Default Value: 100u | | Default Value: 0 Default Value: 1 B e Deviation: 1.3 ooop Bandwidth: b2om Lo
Start: 0 Start: -100m Start: 999m ) ’
Stop: 1 Stop: 100m Stop: 1.001
Step: 10m Step: 1m Step: 100y e e e ;:"'“' QT GUI Consteilation Sink
= Number of Points: 1.024k
QT GUI Range QT GUI Range QT GUI Range Wakns 32 | | Vetws: finkes.root_ralsed . Autoscale: No
ID: timing loop bw ID: eq_gain ID: phase bw
Label: Time: BW Labelk: Equalizer: rate | | Labek Phase: Bandwidth :::'“'"ﬂ'“ e
Default Value: 62 Bm | Default Value: 10m || Default Value: 62 8m o
Start: 0 Start: 0 Start: 0 Symbol Map: 0,1, 2,3
; . Constellation Points: .. 07m|
Stop: 200m Stop: 100m Stop: 1 ol .d
Step: 10m Step: 1m Step: 10m .3



COSTAS LOOP, LOCKED DATA CONSTELLATION
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STINGRAY CELLULAR INTERCEPTION

S400k BOX ACTS AS A BASE STATION (BTS) OR 2G TOWER

[ OPEN BTS UNIT ALSO WORKS WELL, APPLIED TO UNLOCKING SIMS
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LOOKS LIKE A BTS (BASE STATION) TO A HANDSET
Handset is told to switch to 2G (RC5) if in LTE Region
http://cloakers org/stingrav-cell-tower/



http://cloakers.org/stingray-cell-tower/
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IPHONE SECURITY - TEMPEST REVISITED

MONITORING PC/MAC/SMARTPHONE AT A DISTANCE

SENSE COHERENT RFI/EMI “NOISE” AND CORRELATE TO SCREEN INFORMATION }




IPHONE SECURITY

NOT WIRELESS: BRUTE FORCE USB-BASED PASSWORD TOOL

FBI’s SUCCESSFUL METHOD AGAINST THE SAN BERNARDINO TERRORISTS’ iPhone }

\.

cellebrite | uFeD

®

http://www.cellebrite.com/



RLT-SDR + RasPI2 Experimenters Delight [8]




WIRELESS SECURITY CONCLUSIONS

{WIRELESS STANDARDS LIMIT INTERNET-OF-THINGS GROWTH

g N

EXISTING WIRELESS STANDARDS ARE NOT SECURE

MINIMAL WL ENCRYPTION STANDARD - TODAY - IS AES256
AIRPLANE ACARS AND TRANSPONDER WIRELESS SYSTEMS CAN
BE COMPROMISED AND SPOOFED

GSM RC5 ENCRYPTION STANDARDS ARE COMPROMISED
MOST POLICE DIGITIZED VOICE TRAFFICIS IN THE CLEAR
FUTURE loT IMPLEMENTATIONS REQUIRE IMPROVED
ENCRYPTION STANDARDS

< 4
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